ICS NETWORK FILTER CRITERIA

(rev. 8/30/01)

1. Scope


This document presents filtering criteria to be applied in ICS network interconnection devices.  Once the filters are implemented, this document will likely be replaced by actual filter lists obtained from the configured devices.

2. Software Applications Allowed to Cross Perimeters


The following tables define applications allowed to cross the various ICS Network VLAN perimeters.

Table 2.A - Applications Allowed to Cross C. A. VLAN Perimeters

	
	From:
	To:
	Purpose:

	ID #
	Platform(s)
	LAN
	Application
	Platform(s) on C.A. VLAN:
	

	1
	Central Server (Linux server)
	Admin. VLAN
	Telnet
	IOCs (vxWorks MVME2100)

OPIs (Linux PCs)

Boot server (Linux PC)
	Remote troubleshooting.  (Users outside ICS network perimeter must first “SSH” to the Main Admin Server).

	2
	Central Server (Linux server)
	Admin. VLAN
	X-Windows
	OPIs (Linux PCs)

Boot server (Linux PC)
	Remote viewing of EDM or MEDM screens.  (Users outside ICS network perimeter must first “SSH” to the Main Admin Server).

	3
	Central Server (Linux server)
	Admin. VLAN
	CVS (SSH)
	Boot server (Linux PC)
	Program maintenance

	4
	Central Server (Linux server)
	Admin. VLAN
	FTP
	Archiver (Linux PC)
	e.g. Upload of archived data from CA VLAN archivers to main server

	5
	Central Server (Linux server)
	Admin. VLAN
	Channel Access
	IOCs (vxWorks MVME2100)
	e.g. Real-time data transfer to physics applications

	6
	MPS Server (Linux server or IOC)
	Admin VLAN [or dedicated MPS VLAN?]
	Channel Access
	IOCs (vxWorks MVME2100)
	MPS mode sequence application;

MPS run permit logic

	7
	IOCs (vxWorks MVME2100)
	Cryo C.A. VLAN
	Channel Access
	IOCs (vxWorks MVME2100)

OPIs (Linux PC)
	e.g. Cryo controls needs Accel. RF power data to perform closed loop control.

	8
	Remote power controller and terminal server (Rabbit 2000 uP)
	Accel. Maint. Network
	Telnet
	OPIs (Linux PCs)
	Terminal service to IOC and network switch console ports

	9
	Terminal servers

(Digi Etherlite)
	Accel. Maint. Network
	Telnet
	OPIs (Linux PCs)
	Terminal service to IOC, PLC, and network switch console ports

	10
	NT PC
	LBNL

LANL

BNL

SNS

ISP of on-call maint. person
	VNC
	NT PC (with VNC server running and RS-Logix installed)
	Remote PLC program maintenance

	11
	NT PC

Linux PC

Solaris / Sun workstation
	Dial-in service connection
	SSH
	OPIs (Linux PCs)

Boot server (Linux PC)
	Remote maintenance

	12
	NT PC

Linux PC

Solaris / Sun workstation
	Dial-in service connection
	Telnet
	IOCs (vxWorks MVME2100)
	Remote maintenance


Table 2.B - Applications Allowed to Cross Maintenance VLAN Perimeters

	
	From:
	To:
	Purpose:

	ID #
	Platform(s)
	LAN
	Application
	Platform(s) on Accel. Maint. VLAN:
	

	1
	OPIs (Linux PCs)
	Accel. C.A. Network
	Telnet
	Remote power controller and terminal server (Rabbit 2000 uP)
	Terminal service to IOC console ports and network switch console ports

	2
	OPIs (Linux PCs)
	Accel. C.A. Network
	Telnet
	[Probably won’t have:]

Terminal servers

(Digi Etherlite)
	Terminal service to IOC,  PLC, and network switch console ports


APPENDIX 2.C - Applications Allowed to Cross ICS Network Perimeter

	
	From:
	To:
	Purpose:

	ID

#
	Platform(s)
	LAN
	Application
	Platform on edge of ICS network 
	

	1
	Linux PC

Solaris / Sun workstation

NT PC


	LBNL

LANL

BNL

SNS

ISP of on-call maint. person
	SSH


	Central Server (Linux server)
	Remote troubleshooting of IOCs; remote viewing of EDM or MEDM screens. 

	2
	NT PC


	LBNL

LANL

BNL 

SNS

ISP of on-call maint. person
	Exceed X-Windows
	(through VPN server?)

Central server

OPIs on C.A. VLANs

Boot servers on C.A. VLANs
	Remote viewing of EDM or MEDM screens.

	4
	NT PC
	LBNL

LANL

BNL 

SNS

ISP of on-call maint. person
	VNC
	(VPN server?) 

PLCs on C.A. VLANs
	Remote program maintenance of PLCs.

	5
	Linux PC

NT PC
	LBNL

LANL

BNL 

SNS

ISP of on-call maint. person 
	CVS (which uses SSH)
	Central Server (Linux server)
	Program maintenance

	6
	NT PC

Linux PC

Solaris / Sun workstation
	LBNL

LANL

BNL 

SNS

ISP of SNS ctrls employees
	Web browser
	Central Server (Linux server)
	For passing misc. information to remote team members

	7
	NT PC

Linux PC

Solaris / Sun workstation
	LBNL

LANL

BNL 

SNS

ISP of SNS ctrls employees
	Channel access
	Channel Access Gateway
	For passing real-time operating  information to/from rest of SNS (e.g. neutron instruments)



6

