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1. General Functional Requirements

1.1 In general, the ICS must be able to support accelerator operation in the event of no external network connection.  All administrative services required to meet this goal shall be provided as part of the ICS.

1.2 In general, critical administrative services should not be subject to single-point failure. [Note use of “should”.]

1.3 Support for temporary workstations at field locations shall be provided.  For example, we must be able to plug in a laptop near an IOC or PLC and have it function as (a) an OPI, (b) a telnet client for an IOC, OPI, network switch, server or Rebooter-and-Terminal-Server device, and (c) PLC programming workstation.  Users shall be able to use the same laptop on different VLANS.  

(To support this functionality, DHCP will be available for applicable client systems. A small range of dynamic addresses will be allocated in each subnet to accommodate mobile systems).

1.4 [Discuss remote access requirements?  Seems like that is more of a network security issue than an administrative services issue...]

2 System Requirements

2.1 There shall be a centralized method for setting up accounts (and passwords) for control system equipment.  Exceptions include:

· [Dial-In Server? Handled by RADIUS servers instead?  Can the RADIUS servers get updated automatically from central account/password manager?]

· [Network switches?  Account/password management handled by Network Management Station (NMS)?  Can NMS get updated automatically from central account/password manager?] (SSH will be implemented on network devices where possible. The use of a separate management vlan should mitigate the vulnerability of reusable passwords).

· [IOCs?]

· PLCs

· Rebooter and Terminal Service devices (“Rabbits).  Remote password management will be handled via a dedicated method.

2.2 Domain name service shall be provided from within the ICS private network via redundant servers running industry standard BIND software.  This service should not have a single point of failure.

2.3 A dial-in server shall be provided to enable up to [x] people to connect to any ICS VLAN simultaneously.  [RADIUS service for Dial-In Server?]

2.4 A network management workstation shall be provided for (a) fault management, (b) monitoring network status, (c) and facilitating network configuration.

2.5 Intrusion detection shall be provided.  A director/management console shall be provided as part of the intrusion detection system. (This can be integrated with the network management console).

2.6 A centralized syslog server shall be provided to maintain logs from the firewall, network devices, DHCP servers, etc.  The system shall be able to log records for DHCP IP assignments so we know who/what was using an IP address some time in the past.

